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R&D of In-vehicle Infomation Platform Security
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Juhei TAKAHASI

Next generation in-vehicle platforms are required so that information can be utilized through various onboard
communication media and portable electronic equipment can be connected. The security system for their in-vehicle
information platforms has been studied.

Various architecture of in-vehicle platforms have been compared, mainly PLANETS (Platform for Automotive
info NET System) that was proposed by JSK in 2000, in terms of their degree of protection against unlawful
threats and costs.

Using PLANETS architecture, which provides a high level of protection against threats, concrete examples of
application and threats in AMI-C message sets have been studied and the specified security requirements have
been tabulated. Furthermore advantages and disadvantages of two kinds of security function layouts for the
chosen in-vehicle information platforms have been studied. One is distributed to two gateways and the other is
centralized to one gateway.

Key words : In-vehicle platform, Security, Gateway, AMI-C, Message sets, Protection
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Fig. 1 Conceptual system diagram of in-vehicle information platform
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Fig. 2 PLANETS2 architecture model
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Fig. 3 PLANETSS architectural model
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Table 2 Example of AMI-C vehicle interface service and security

Interface | Kind of Message Direction Application Threat Unlawful | Protection | Security System
service interface | (explain) example example measure object needs
category service
Vehicle Distance | Odometer, |Control Fuel Driving Theft, Driving Low PIN
status Delta of system— | consumption distance data Tampering. | distance certification +
services odometer, |Information | calculation theft. information MAC grant at
Trip meter, |system — | using fuel control GW.
Vehicle Outside information
speed (measure
etc. actual value)
Airbag Enable or  |Control Message to Tampering Theft, Air bag High PIN
Disable, system— | HELP center with air bag Tampering. | activation certification +
Deployed |Information| whenairbagis | activation data. information MAC grant at
or not system — | deployed. Mischief (be control GW,
Qutside informed to +encryption at
center with no information
accident). GW.(with
OPEN key)
Fuel Fuel type, |Control Fuel Fuel Thett, Fuel Low PIN
Unit system— | consumption consumption Tampering. | information certification +
(liter, Information | calculation with | data theft, or MAC grant at
gallon), system — | distance tampering with control GW.
Rest, Outside information fuel type.
Threshold Mischief
(different type
fuel supply)
Waming | Oil,engine, |Control Inform dealers | Monitor Theft. Warning [ Medium Encryption at
lights AirBag, system— | and store the abnormal indicator information
vector Brakes, Information | information into | condition from condition GW.
Traction_ [system — | drive recorder | outside and
Control Outside data. use it for sales.
,Battery
,ABS,Doo
_Ajaretc
Trac- Enable, Control Display control | Obtain Theft. Control None (Note) theftis
tion Disable system— | condition. information information impossible at
control Engaged |Information with unlawful OEM control
or not system — access. system and
Outside information
system.
Cruise Enable Control Send Monitor Theft. Control Medium Encryption at
control Disable, system — | info mationto | exterally information information
Engaged |Information | centeranduse | anduseitas GW.
or not system — | it as traffic charged
Vehicle Qutside information. setvice
cruise information.
speed
Suspen- | enable, Control Display road Get Theft. suspension | None (Note) theftis
sion disable, system — | condition information condition impossible at
control status Information | change on with unlawful information OEM control
system NAVI at the access. system and
simultaneously information
. system.
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Table 3 Comparison of security function layout
Function Advantage Disadvantage
layout
Distributed | - Correspond to high speed New security system is needed to
type transmission without checking control GW which may increase
packet contents at the information cost.
GW. For security function new version,
- Low cost design of the information both side GW must be changed
GW is possible. simultaneously.
Centralized |- Installation GW only needs Because information GW load
type conversion of existing protocol. become heavy a new system to

Therefore hardware/software can
be made simpler compared to a
distributed type.

Centralized management of
security function is possible
(including new versions, failure
correction etc).

cope with high speed transmission
is needed, and increased costs are
expected.

Failure in information GW
security function may affect
control system equipment.
Therefore highly reliable methods
such as dual GW system are
required.
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2) AMI-C SPEC 3002-0-0 Common Message Set-
Releasel
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